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Box Hacker 

 

 ساعت 180  مدت دوره:

 

 دوره :سرفصل 

CEH / SANS sec 617 /SANS sec 580 (50 Hours) 

• Kali Linux ( Installation, Package Management , Driver Installation) 

• Basic Commands in Kali Linux 

• Hacking phase 

• Information gathering (Foot printing) 

• Scanning 

• Nmap Zero to Hero 

• Enumeration 

• Password Cracking 

• Sniffing 

• Exploiting and Gaining Access 

• Wifi Hacking (Zero to Hero ) 

• Hacking Windows 10 with MSF 

• Encoding and Payloading 

• Post Exploiting 

• Hooking 

• Protection From Exploit 

• Antivirus ByPassing 

• DLL Hijacking 

• Session Hijacking 

• Hacking Mobile PlatForms 
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SANS sec 542 / sans SEC 642 (50 Hours) 

• Intraduction To Web Peneteration Test 

• Testing Frameworks 

• Web Application Security 

• Configuration Testing 

• Identity Testing 

• Authentication Testing 

• Authovization Testing 

• Session Maugment Testing 

• Input Validution Testing 

• Testing For Ldap Injection and Injection 

• Testing For Error Handling 

• Testing For Weak Cryptography 

• Business Logic Testing 

• Client-Side Testing 

• API Testing 

 

 

SANS sec 573 (Python for Hackers) (40 Hours) 

• Python Syntax and Programming 

• Python Security Modeles 

(OS – Sys – Subprocess -Scapy -Request -Paramiko , …) 

• Controlling File and Folders with Python 

• Controlling Registery with Python 

• Controlling System From Remote with Python (Socket Programming) 

• Keylogger with Python 

• Brute Forcer with Python 

• Ssh and Telnet with Python 

• DDos Attacks with Python 
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• DNS Enum with Python 

• Virus and Ransomware Writing with Python 

• Spoofing with Python 

• Pass and Hash Cracking with Python 

• Port Scanner with Python 

• Vulnerability Scanning with Python 

• Web Scanning with Python 

• Pass Generator with Python 

• Sending and Receiving Email with Python 

• Execute Shell Command with Python 

• Creak Reverse Shell with Python  

• Wifi Hacking with Python  

 

 

SANS sec 560 (Enterprise Peneteration Testing) (40 Hours) 

• Cam Table Overflow 

• Vlan Hopping 

• Stp Manipulation 

• ARP Spoofing 

• DHCP Starvation 

• HSRP Attacks 

• Routing Attacks 

• Defense in Depth Techniques 

• DNS Attacks 

• Active Directory Attacks 

• Network Capturing and Sniffing 

• Email Server Attacks 

• 802.1x and Port Security Bypass 

• Securing Network 
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 شما توجه از تشکر با

 لطفا جهت دريافت اطلاعات تکميلي با ما تماس بگيريد

 

 گروه دوران

DOURAN 
 GROUP 

 

 

 

Web Site: www.douran.com 

http://www.douran.com/

