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MGT 512, Security Leadership Essentials for Managers
You Will Be Able To

• Become an effective information security Manager

• Get up to speed quickly on information security issues and terminology

• Establish a minimum standard of security knowledge, skills, and abilities

• Speak the same language as technical security professionals

This course prepares you to:

• Make sense of different cybersecurity frameworks

• Understand and analyze risk

• Manage technical personnel

• Build a vulnerability management program

• Strategically leverage a SIEM

• Change behavior and build a security-aware culture

• Effectively manage security projects



• SECTION 1: Building Your Program

• Topics: Security Frameworks; Understanding Risk; Security Policy; Program Structure.

SECTION 1: Building Your Program

Topics: Security Frameworks; Understanding Risk; Security Policy; Program Structure.

SECTION 3: Protecting and Patching Systems

Topics: Host Security; Application Security; Physical Security; Vulnerability Management

SECTION 4: Leading Modern Security Initiatives

Topics: Security Awareness; Maturity Model; Project Management; Projects, Programs; Portfolios Management 

Process; Cloud Security; Amazon Web Services; Modern Security Architecture: Zero Trust Model; User, Device, 

and Application Authentication and Access; Management Methods; Managing Technical People

SECTION 5: Detecting and Responding to Attacks

Topics: Logging and Monitoring; Security Operations Center; Incident Response; Contingency Planning; War 

Game





SEC 566, Implementing and Auditing the Critical Security Controls – In-Depth

You Will Be Able To

• Apply a security frame work based on actual threats that is measurable, scalable, reliable

• Understand the importance of each control, how it is compromised if ignored, and  explain the defensive 

goals that result in quick wins and increased visibility of networks and systems 

• Identify and utilize tools that implement controls through automation

• Learn how to create a scoring tool for measuring the effectiveness of each control

• Employ specific metrics to establish a baseline and measure the effectiveness of controls

• Understand how the Critical Controls map to standards such as NIST 800-53, ISO 27002 

• Audit each of the Critical Security Controls, with specific, proven templates, checklists



SECTION 1: Introduction and Overview of the 20 Critical Controls

Topics: #1: Inventory of Authorized and Unauthorized Devices; #2: Inventory of Authorized and Unauthorized 

Software.

SECTION 2: Critical Controls 3, 4, 5, and 6

Topics: #3: Secure Configuration s for Hardware and Software on Laptops, Workstations, and Servers; #4: 

Continuous Vulnerability Assessment; #5: Controlled Use of Administrative Privileges; #6: Maintenance, 

Monitoring, and Analysis of Audit Logs

SECTION 3: Critical Controls 7, 8, 9, 10, and 11

Topics: #7: Email and Web Browser Protections; #8: Malware Defenses; #9: Limitation and Control of Network Ports, 

Protocols, and Services; #10: Data Recovery Capability #11: Secure Configurations for Network Devices

SECTION 4: Critical Controls 12, 13, 14, and 15

Topics: #12: Boundary Defense; #13: Data Protection; #14: Controlled Access Based on the Need to Know; 

#15: Wireless Device Control
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SEC 566, Implementing and Auditing the Critical Security Controls – In-Depth

You Will Be Able To

• Apply a security frame work based on actual threats that is measurable, scalable, reliable

• Understand the importance of each control, how it is compromised if ignored, and  explain the defensive 

goals that result in quick wins and increased visibility of networks and systems 

• Identify and utilize tools that implement controls through automation

• Learn how to create a scoring tool for measuring the effectiveness of each control

• Employ specific metrics to establish a baseline and measure the effectiveness of controls

• Understand how the Critical Controls map to standards such as NIST 800-53, ISO 27002 

• Audit each of the Critical Security Controls, with specific, proven templates, checklists



SECTION 1: Introduction and Overview of the 20 Critical Controls

Topics: #1: Inventory of Authorized and Unauthorized Devices; #2: Inventory of Authorized and 

Unauthorized Software.

SECTION 2: Critical Controls 3, 4, 5, and 6

Topics: #3: Secure Configuration s for Hardware and Software on Laptops, 

Workstations, and Servers; #4: Continuous Vulnerability Assessment; #5: Controlled Use 

of Administrative Privileges; #6: Maintenance, Monitoring, and Analysis of Audit Logs

SECTION 3: Critical Controls 7, 8, 9, 10, and 11

Topics: #7: Email and Web Browser Protections; #8: Malware Defenses; #9: Limitation and 

Control of Network Ports, Protocols, and Services; #10: Data Recovery Capability #11: Secure 

Configurations for Network Devices

SECTION 4: Critical Controls 12, 13, 14, and 15

Topics: #12: Boundary Defense; #13: Data Protection; #14: Controlled Access Based on the Need to Know; 

#15: Wireless Device Control



3



MGT 414, SANS Training Program for CISSP® Certification

You Will Be Able To

• Understand the eight domains of knowledge that are covered on the CISSP® exam

• Analyze questions on the exam and be able to select the correct answer

• Apply the knowledge and testing skills learned in class to pass the CISSP® exam

• Understand and explain all of the concepts covered in the eight domains of knowledge

• Apply the skills learned across the eight domains to solve security problems when you return to work

This course prepares you to:

• Detailed coverage of the eight domains of knowledge

• The analytical skills required to pass the CISSP® exam

• The technical skills required to understand each question

• The foundational information needed to become a Certified Information Systems Security Professional 

(CISSP®)



SECTION 1: Introduction; Security and Risk Management

Topics: Overview of CISSP® Certification; Introductory Material; Overview of the Eight Domains; Domain 

1: Security and Risk Management

SECTION 2: Asset Security and Security Engineering – Part 1

Topics: Domain 2: Asset Security; Domain 3: Security Engineering (Part 1)

SECTION 3: Security Engineering – Part 2; Communication and Network Security 

Topics: Domain 3: Security Engineering (Part 2); Domain 4: Communication and Network Security

SECTION 4: Identity and Access Management

Topics: Domain 5: Identity and Access Management

SECTION 5: Security Assessment and Testing; Security Operations

Topics: Domain 6: Security Assessment; Domain 7: Security Operations

SECTION 6: Software Development Security

Topics: Domain 8: Software Development Security
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MGT 516, Managing Security Vulnerabilities: Enterprise and Cloud 

You Will Be Able To

• Create, implement, or improve your vulnerability management program

• Establish a secure and defensible enterprise and cloud computing environment

• Build an accurate and useful inventory of IT assets in the enterprise and cloud

• Identify existing vulnerabilities and understand the severity level of each

• Prioritize vulnerabilities for treatment 

• Effectively report and communicate vulnerability data within your organization

• Engage treatment teams and make vulnerability management

This course prepares you to:

• Prepare: Define, build, and continuously improve the program

• Identify: Identify vulnerabilities present in our operating environments

• Analyze: Analyze and prioritize identified vulnerabilities and other program metrics 

• Communicate: Present the findings from analysis appropriately and efficiently for each

• stakeholder group



SECTION 1: Overview and Identify

Topics: Course Introduction and Overview; Cloud Overview; Cloud Design and Architecture; Asset 

Management; Finding Vulnerabilities

SECTION 2: Identify and Analyze

Topics: Finding Vulnerabilities; Analyzing Vulnerabilities; Introduction to Solution Grouping

SECTION 3: Communicate and Treat

Topics: Communication; Treatment

SECTION 4: Treatment, Buy-in, and Program

Topics: Treatment; Buy-in; Program

SECTION 5: Managing Vulnerabilities: Capstone Lab Exercise

Topics: Section 5 begins with a review of a scenario that triggers the group capstone exercise. The section 

is broken up into various sections and scenarios that stem from the main case study, which enables 

students to delve into various aspects of the PIACT model. A review of findings and conclusions will follow 

each section of the exercise, allowing each team to present its findings to the other teams and to engage in 

class discussions on the topics covered. 
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MGT 525, IT Project Management, Effective Communication, and PMP® Exam 
Prep

You Will Be Able To

• Recognize the top failure mechanisms related to IT and InfoSec projects, so that your projects can avoid common pitfalls

• Create a project charter that defines the project sponsor and stakeholder involvement

• Document project requirements and create a requirements traceability (life cycle)

• Clearly define the scope of a project in terms of cost, schedule and technical deliverables

• Create a work breakdown structure defining work packages, project deliverables and acceptance criteria 

• Develop a detailed project schedule, including critical path tasks and milestones 

• Develop a detailed project budget, including cost baselines and tracking mechanisms

This course prepares you to:

• This course is offered by the SANS Institute as a PMI® Registered Education Provider (R.E.P.)

• R.E.P.s provide the training necessary to earn and maintain the Project Management Professional 

(PMP)® and other professional credentials. PMP® is a registered trademark of Project Management 

Institute, Inc.



MGT 514, Security Strategic Planning, Policy, and Leadership

You Will Be Able To

• Develop security strategic plans that incorporate business and organizational drivers

• Develop and assess information security policy

• Use management and leadership techniques to motivate and inspire your teams

This course prepares you to:

• Develop Strategic Plans

• Create Effective Information Security Policy

• Develop Management and Leadership Skills



SECTION 1:  Strategic Planning Foundations

Topics: Vision and Mission Statements; Stakeholder Management; PEST Analysis; Porter ’s Five Forces; Threat 

Actors; Asset Analysis; Threat Analysis 

SECTION 2: Strategic Roadmap Development

Topics: Historical Analysis; Values and Culture; SWOT Analysis; Vision and Innovation; Security Framework; Gap 

Analysis; Roadmap Development; Business Case Development; Metrics and Dashboards; Marketing and

Executive Communications

SECTION 3: Security Policy Development and Assessment

Topics: Purpose of Policy; Policy Gap Analysis; Policy Development; Policy Review; Awareness and Training

SECTION 4: Leadership and Management Competencies

Topics: Leadership Building Blocks; Creating and Developing Teams; Coaching and Mentoring; Customer Service Focus; 

Conflict Resolution; Effective Communication; Leading Through Change; Relationship Building; Motivation and Self-

Direction; Teamwork; Leadership Development

SECTION 5: Strategic Planning Workshop

Topics: Creating a Security Plan for the CEO; Understanding Business Priorities; Enabling Business Innovation; 

Working with BYOD; Effective Communication; Stakeholder Management
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SECTION 1: Project Management Structure and Framework

Topics: Definition of Terms and Process Concepts; Group Processes; Project Life Cycle; Types of

Organizations; PDCA Cycle

SECTION 2: Project Charter and Scope Managements

Topics: Formally Initiating Projects; Project Charters; Project Scope Development; Work Breakdown Structures; Scope 

Verification and Control

SECTION 3: Schedule and Cost Management

Topics: Process Flow; Task Lead and Lag Dependencies; Resource Breakdown Structures; Task Duration Estimating; 

Critical Path Scheduling; Cost Estimating Tools; Cost vs. Quality; Cost Baselining; Earned Value

SECTION Communications and Project Resources

Topics: Acquiring and Developing Your Project Team; Organizational Dependencies and Charts; Roles and 

Responsibilities; Team Building;

SECTION 5: Quality and Risk Management

Topics: Cost of Quality; Quality Metrics; Continual Process Improvement; Quality Baselines; Quality Control; 

Change Control; Risk Identification; Risk Assessment

SECTION 6: Procurement, Stakeholder Management, and Project Integration
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AUD 507, Auditing & Monitoring Networks, Perimeters, and Systems
You Will Be Able To

• Understand the different types of controls (e.g., technical vs. non-technical) 

• Conduct a proper risk assessment of a network to identify vulnerabilities and prioritize them

• Establish a well-secured baseline for computers and networks, constituting a standard against which one can 

conduct audits

• Perform a network and perimeter audit

• Audit firewalls to validate that rules/settings are working as designed, blocking traffic

• Checking vulnerability assessment tools effectively 

This course prepares you to:

You’ll be able to provide general checklist that can be customized for your audit practice. Each of these

sections includes hands-on exercises with a variety of tools discussed during the lecture sections so that

you will leave knowing how to verify each and every control described in the class



SECTION 1: Effective Audit Management, Risk Assessment, and Virtualization  Auditing

Topics: Auditor’s Role as it Relates to Policy Creation, Policy Conformance, Assessing Strategies

SECTION 2: Effective Network and Perimeter Auditing/Monitoring

Topics: Capturing and Analyzing Network Traffic; Analyzing and Validating Device Configurations; Testing

Public Services; Network Mapping and Continuous Monitoring 

SECTION 3: Web Application Auditing

Topics: Understanding HTTP, HTML, and Related Technologies; Related Technologies; The Burp Proxy; OWASP Top 10 

List; Web Server Configuration; Secure Development Practices; 

SECTION 4: Advanced Windows Auditing and Monitoring

Topics: Windows Support; PowerShell; Windows Management Instrumentation (WMI); LDAP; Password Management and 

Auditing; User Right Assignments; Security Settings; File and Share Permissions; Registry Permissions

SECTION 5: Advanced UNIX Auditing and Monitoring

Topics: Linux Basics; Command Line Tools and Scripting; Scripting; System Information; File Permissions; File 

Integrity; Services; Patching; Users, Groups and Privilege Management

SECTION 6: Audit the Flag Capstone Exercise
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LEG 523, Law of Data Security and Investigations

You Will Be Able To

• Work better with other professionals at your organization who make decisions about the law of data 

security and investigations

• Exercise better judgment on how to comply with technology regulations

• Evaluate the role and meaning of contracts for technology, services, software and outsourcing

• Help your organization better explain its conduct to the public and to legal authorities

• Anticipate technology law risks before they get out of control

• Implement practical steps to cope with technology law risk

This course prepares you to:

You’ll be able to produce your own checklist, or provide you with a general checklist that can be

customized for your law practice. Each of these sections includes hands-on exercises



SECTION 1: Fundamentals of Data Security Law and Policy

Topics: introduction to cyber and data protection law, GDPR

SECTION 2: E-Records, E-Discovery, and Business Law

Topics: how dealing with records and evidence, practical understanding of e-discovery and policies on the retention and 

destruction of data. law of evidence and records management

SECTION 3: Contracting for Data Security and Other Technology

Topics: focus on the essentials of contract law sensitive to the current requirements for security, Compliance with many of 

the new data security laws requires contracts.; 

SECTION 4: The Law of Data Compliance, How to Conduct Investigations

Topics: methods to analyze a situation and then act in a way that is ethical, defensible, and reduces risk, methods and 

justifications for maintaining the confidentiality of an investigation

SECTION 5: Applying Law to Emerging Dangers, Cyber Defense

Topics: Section five is organized around extended case studies in security law: break-ins, investigations, extortion, 

rootkits, phishing, botnets, espionage, and defamation. The studies lay out the chronology of events and critique 

what the good guys did right and what they did wrong. 



SANS Roadmap Penetration Testing



SEC504: Hacker Tools, Techniques, Exploits, and Incident Handling



SANS Roadmap Penetration Testing



SEC560: Network Penetration Testing and Ethical Hacking



SANS Roadmap Penetration Testing



SEC542: Web App Penetration Testing and Ethical Hacking



SANS Roadmap Penetration Testing



SEC460: Enterprise Threat and Vulnerability Assessment



SANS Roadmap Penetration Testing



SEC660: Advanced Penetration Testing, Exploit Writing, and Ethical 
Hacking



SEC760: Advanced Exploit Development for Penetration Testers



SANS Roadmap Penetration Testing



SEC642: Advanced Web App Penetration Testing, Ethical Hacking, 
and Exploitation Techniques



SANS Roadmap Penetration Testing



SEC575: Mobile Device Security and Ethical Hacking



SANS Roadmap Penetration Testing



SEC588: Cloud Penetration Testing



SANS Roadmap Penetration Testing



SEC617: Wireless Penetration Testing and Ethical Hacking



SANS Roadmap Penetration Testing



SEC562: CyberCity Hands-on Kinetic Cyber Range Exercise 



SANS Roadmap Penetration Testing



SEC573: Automating Information Security with Python



SANS Roadmap Penetration Testing



SEC699: Purple Team Tactics - Adversary Emulation for Breach 
Prevention & Detection



Cyber Defense Operations Roadmap



SEC401: Security Essentials Bootcamp Style



Cyber Defense Operations Roadmap



Cyber Defense Operations Roadmap



SEC503: Intrusion Detection In-Depth



Cyber Defense Operations Roadmap



SEC511: Continuous Monitoring and Security Operations



Cyber Defense Operations Roadmap



SEC450: Blue Team Fundamentals: Security Operations and Analysis



Cyber Defense Operations Roadmap



SEC487: Open-Source Intelligence (OSINT) Gathering and Analysis



Cyber Defense Operations Roadmap



SEC501: Advanced Security Essentials - Enterprise Defender



Cyber Defense Operations Roadmap



SEC545: Cloud Security Architecture and Operations



Cyber Defense Operations Roadmap



SEC505: Securing Windows and PowerShell Automation



Cyber Defense Operations Roadmap



SEC506: Securing Linux/Unix



Cyber Defense Operations Roadmap



SEC555: SIEM with Tactical Analytics



Cyber Defense Operations Roadmap



SEC530: Defensible Security Architecture and Engineering



Cyber Defense Operations Roadmap



SEC566: Implementing and Auditing the Critical Security Controls -
In-Depth



Cyber Defense Operations Roadmap



SEC599: Defeating Advanced Adversaries - Purple Team Tactics & Kill 
Chain Defenses



SANS Forensics Roadmap



FOR500: Windows Forensic Analysis



SANS Forensics Roadmap



FOR508: Advanced Incident Response, Threat Hunting, and Digital 
Forensics



SANS Forensics Roadmap



FOR572: Advanced Network Forensics: Threat Hunting, Analysis, 
and Incident Response



SANS Forensics Roadmap



FOR578: Cyber Threat Intelligence



SANS Forensics Roadmap



FOR610: Reverse-Engineering Malware: Malware Analysis Tools and 
Techniques



SANS Forensics Roadmap



FOR498: Battlefield Forensics & Data Acquisition



SANS Forensics Roadmap



FOR518: Mac and iOS Forensic Analysis and Incident Response 



SANS Forensics Roadmap



FOR585: Smartphone Forensic Analysis In-Depth 



SANS Forensics Roadmap



FOR526: Advanced Memory Forensics & Threat Detection



Cloud Security & DevOpsRoadmap



SEC488: Cloud Security Essentials



Cloud Security & DevOpsRoadmap



SEC522: Defending Web Applications Security Essentials



Cloud Security & DevOpsRoadmap



SEC534: Secure DevOps: A Practical Introduction



Cloud Security & DevOpsRoadmap



SEC540: Cloud Security and DevOps Automation



Cloud Security & DevOpsRoadmap



SEC545: Cloud Security Architecture and Operations



Industrial Control Systems Roadmap



ICS410: ICS/SCADA Security Essentials



Industrial Control Systems Roadmap



ICS515: ICS Active Defense and Incident Response



Industrial Control Systems Roadmap



ICS612: ICS Cybersecurity In-Depth



Industrial Control Systems Roadmap



ICS456: Essentials for NERC Critical Infrastructure Protection


